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(1) B# s (X

X)) = X K< n) OR (X >> 32-n) fEIRZAEIIMA LYY

(2) BA% f.(B,C.D)

f.(B,C,D) = (B AND C) OR ((NOT B) AND D) 0 <=
f.(B,C,D) = B XOR G XOR D (20 <=
f.(B,C,D) = (B AND C) OR (B AND D) OR (C AND D) (40 <=
f.(B,C,D) = B XOR C XOR D (60 <=
(3) E# K,
K, = 5A827999 0 <=
K. = 6ED9EBA1 (20 <=
K, = 8F1BBCDC (40 <=
K, = CA62C1D6 (60 <=
(4) 7°myh7 -4
709h — (W, W, W, W, W, W, W, W,, W,, W, W, W, W,
T 5E8RT -4
3-2 M YR A1
Step. 1
H, = 67452301
H, = EFCDAB89
H, = 98BADCFE
H, = 10325476
H, = C3D2E1FO
Step. 2
For t=16 to 79 let W, = S'(W,., XOR W,, XOR W,_,, XOR W,
Step. 3
Let A=H,, B=H,, C=H,, D=H,, E=H,
Step. 4

For t=0 to 79 do
TEMP = S°(A)+f, (B, C, D) +E+W,+K,

E=D, D=C, C=S,, (B) ; B=A; A=TEMP
Step. 5
Let H=H,+A, H,=H,+B, H,=H,+C, H,=H.+D, H,=H,+E

X9t-Y" 8" 4Y" 1AF (Hy H, H, H, H,)

t <=
t <=
t <=
t <=

t <= 19)
t <= 39)
t <= 5§9)
t <= 79)

19)
39)
59)
79)
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3-3 T Y2 L2
Step. 1
H, = 67452301
H, = EFCDAB89
H, = 98BADCFE
H, = 10325476
H, = C3D2E1FO
Step. 2
Let A=H,, B=H,, C=H,, D=H,, E=H,
Step. 3
For t=0 to 79 do
s =t = MASK
if(t>=16) W[s]=S' W[ (s+13) "MASK] XOR W[ (s+8) AND MASK] XOR W[ (s+2) "MASK] XOR W[s]) ;
TEMP = S°(A)+f, (B, C, D) +E+W +K,

E=D, D=C, C=S,, (B) ; B=A; A=TEMP
Step. 4
Let H,=H,+A, H,=H,+B, H,=H,+C, H,=H,+D, H,=H,+E

XVﬂ—9¢9¢49*11$ (Ho H, H, H; HJ

3-4 THI YA' LEEER
TR A1, 2 (X CAyt-Y 5 49 AMEERLT BN, T YA A2 TIE 1 (SR T 64Word D EEIEFEEL Z &1
HWTES, BL. 7TWT YA L2 Step. 3 T. WOTH VASTEAEHIZZH> TV,

4. JEDT7 WIORETE 5120it (TT A%
Step. 1
- OE#IC, U EAmT A,
Step. 2
- DE L&A, 448bit £ BFET. "0 4,
Step. 3
=AD -5 DR E (Step. 1 T' 1" Z4MT BHIOEKES) . 64bit TRIEL. ENZMMT 5,

#  2##HEXIZ 01100001 01100010 01100011 01100100 01100101

16 EHFRIE 61 62 63 64 65
Step. 1
2 EHRIE 01100001 01100010 01100011 01100100 01100101 1
16 EHFKIR 61 62 63 64 65 8
Step. 2
16 EHERIT

61626364 65800000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000

Step. 3

16 EHRIR
61626364 65800000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000028
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#include <stdio.h>
typedef unsigned long int Word;

Word A,B,C,D,E;

Word HO = 0x67452301;
Word H1 = OxXEFCDABS89;
Word H2 = 0x98BADCFE;
Word H3 = 0x10325476;
Word H4 = 0xC3D2E1FO0;
Word W([80] ;

Word TEMP;

const Word K[80] = {

0x5A827999, 0x5A827999, 0x5A827999, 0x5A827999,
0x5A827999, 0x5A827999, 0x5A827999, (0x5A827999,
0x5A827999, O0x5A827999, 0x5A827999, 0x5A827999,
0x5A827999, O0x5A827999, 0x5A827999, (0x5A827999,
0x6EDY9EBAL, 0x6EDI9EBAL, 0x6EDIEBAL, 0x6ED9EBAL,
Ox6EDY9EBAl, Ox6ED9EBAl, Ox6EDIEBALl, Ox6EDI9EBAL,
Ox6EDY9EBALl, Ox6EDI9EBAl, Ox6EDIEBALl, Ox6EDIEBAL,
0x6EDYEBALl, Ox6EDI9EBALl, Ox6EDYEBALl, Ox6EDI9EBAL,
0x8F1BBCDC, 0x8F1BBCDC, O0x8F1BBCDC, 0x8F1BBCDC,
0x8F1BBCDC, O0x8F1BBCDC, O0x8F1BBCDC, 0x8F1BBCDC,
0x8F1BBCDC, O0x8F1BBCDC, O0x8F1BBCDC, 0x8F1BBCDC,
0x8F1BBCDC, 0x8F1BBCDC, O0x8F1BBCDC, 0x8F1BBCDC,
0xCA62C1D6, OxCA62C1D6, O0xCA62C1D6, O0xCA62C1D6,
0xCA62C1D6, O0xCA62C1D6, O0xCA62C1D6, 0xCA62CI1D6,
0xCA62C1D6, OxCA62C1D6, O0xCA62C1D6, OxCA62C1D6,
0xCA62ClD6, O0xCA62C1D6, O0xCA62CID6, 0xCA62C1D6,
Y

inline Word sn(int n,Word X) {
return (X << n) | (X >> 32-n);
}

Word ft(int t,Word B,Word C,Word D) {
if (0<=t && t<=19) {
return (B & C) | ((~ B) & D);

}
if ((20<=t && t<=39) || (60<=t && t<=79)) {
return B A C A D;

}
if (40<=t && t<=59) {
return (B & C) | (B & D) | (C & D);
}
printf ("function ft range error. t=%d\n",t);
exit(-1);
} ’

void main() {
sl EC
W[0] = 0x61626380;
for(t=1 ; t<15 ; t++) {(W[t] = 0;}
w[1l5] = 0x00000018;
for (t=16 : t<80 ; t++) {
} Wlt] = sn(l1,Wlt-3]AW([t-8]AW[t-14]AW[t-16]);
A=HQ ; B=H1l ; C=H2 ; D=H3 ; E=H4;

for(t=0 ; t<80 ; t++) {
°  TEMP = sn(5,A) + ft(t,B,C,D) + E + W[t] + K[t];
E=D ; D=C ; C=sn(30,B); B=A ; A=TEMP;
printf ("t= %2d: %X %X %X %X %X\n",t,A,B,C,D,E):

HO+=A ; H1+=B ; H24=C ; H3+=D ; H4+=E ;
printf ("H : %X %X %X %X %X\n",HO,H1,H2,H3,H4):;

0x5A827999,
0x5A827999,
0x5A827999,
0x5A827999,
0x6ED9EBAL,
0x6ED9EBAL,
Ox6ED9EBAL,
0x6EDI9EBAL,
0x8F1BBCDC,
0x8F1BBCDC,
0x8F1BBCDC,
0x8F1BBCDC,
0xCA62C1D6,
0xCA62C1D6,
0xCA62C1D6,
0xCA62C1D6

Y
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#it

## SHA basic Rev.0 97.10.13

Hi

AeE O<=E N && t<=115 1) f

W0 := SIDI[t]
} else {

W0 := W15
}
Wl = W0
W2 := Wl
W3 := W2
W4 := W3
W5 := W4
W6 := W5
W7 = W6
W8 := W7
W9 := W8
W10 := W9
Wll := wWl1l0
Wl2 := will
W1l3 := wWl2
XW = WO A W5 A Wll A W13
Wld := (Xw << 1) | (Xxw >> 31) # 1bit left cyclic shift
Wl5 := wld
ASHIFT = (A << 5) | (A >> 27) # 5bit left cyclic shift
BC-A = B & C
BD-A = B & D
CD-A = C & D
NBD-A = (~B) & D
X1 = BC-A | NBD-A
X2 = BC-A | BD-A | CD-A
X3 =B ACAD
AD1 = 0

iE (0 2<=t && Et<=21 )
AD1 = X1 + ASHIFT

if ( 42<=t && t<=61 ) {'
AD1 = X2 + ASHIFT

1E( (22<=t && t<=41) || (62<=t && t<=81) ) {
AD1 = X3 + ASHIFT

if ( 2<=t && t<=21 ) {
AD2 = 0x5A827999 + E

LEIN22<—t N&& t==4 1)1
AD2 = 0x6ED9EBAL

+
3}

if( 42<=t && t<=61 ) {
' AD2 = 0x8F1BBCDC + E

if( 62<=t && t<=81 ) {
AD2 0xCA62C1D6

Il

&
=

if ( t==86 )
AD2 = HO + E

~—

if( t==85 ) {
AD2 = H1 + E

if( t==84 ) {
AD2 = H2 + E

if( t==83 ) {
AD2 = H3 + E

if ( £==82 ) {
AD2 = H4 + E

4
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}

AD3 = AD1 + AD2
TEMP = AD3 + W1

HIN = AD2

if ( t==1)
A
B
@
D
E

} else {
A
B
c
D
E

}

if ( t==0 )
HO
H1
H2
H3
H4

}

if{ t==86
HO

}

if ( t==85 )
H1

}

if ( t==84
H2

}

if ( £t==83
H3

}

if ( £t==82
H4

}

## counter
Ty t
& etk

)

(L A I [ AP

o mwun

-~ _— =

~—

HO
H1
H2
H3
H4

TEMP
A

(e=—82 |£==83) 7 B

C
D

0x67452301
0xEFCDAB89
0x98BADCFE
0x10325476
0xC3D2E1FQ

HIN

HIN

HIN

HIN

HIN

((B<<30) | (B>>2))# 2bit right cyclic shift
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#include <stdio.h>

typedef unsigned long int Word;

Word A,B,C,D,E;

Word HO = 0x67452301;

Word H1 = OxXEFCDAB89;

Word H2 = 0x98BADCFE;

Word H3 = 0x10325476;

Word H4 = 0xC3D2E1FO0;

Word W[80];

Word TEMP;

const Word K[80] = {
0x5A827999, 0x5A827999, O0x5A827999, O0x5A827999, 0x5A827999,
0x5A827999, 0x5A827999, O0x5A827999, O0x5A827999, 0x5A827999,
0x5A827999, O0x5A827999, 0x5A827999, 0x5A827999, 0x5A827999,
0x5A827999, 0x5A827999, O0x5A827999, O0x5A827999, O0x5A827999,
0x6ED9EBA], O0x6ED9EBAIL, O0x6ED9EBAL, 0x6ED9EBAL, Ox6EDY9EBAL,
0x6EDYEBAL, 0x6ED9Y9EBAL, O0x6ED9EBAL, 0x6EDSEBAL, Ox6ED9EBAL,
0x6ED9EBAL, 0x6ED9EBAL, Ox6EDY9EBAL, 0x6EDY9EBAL, 0x6ED9EBAL,
0x6EDY9EBA1l, O0Ox6ED9EBAl, Ox6EDI9EBAl, O0Ox6ED9EBAl, Ox6EDSEBAL,
0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC,
0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC,
0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC,
0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC, 0x8F1BBCDC,
0xCA62C1D6, O0xCA62C1D6, OxCA62C1D6, O0xCA62C1D6, O0xCA62C1lD6,
0xCA62C1D6, O0xCA62C1D6, OxCA62C1D6, O0xCA62C1D6, OxCA62C1lD6,
0xCA62C1D6, O0xCA62C1D6, OxCA62ClD6, O0xCA62C1D6, OxCA62ClD6,
0xCA62C1D6, O0xCA62C1D6, O0OxCA62C1D6, O0xCA62C1D6, O0xCA62C1D6

Il

inline Word sn(int n,Word X) {
return (X << n) [ (X >> 32-n).;

1

Word ft(int t,Word B,Word C,Word D) {
if(0<=t && t<=19) {

return (B & C) | ((~ B) & D);

}
if((20<=t && t<=39) || (60<=t && t<=79)) {

returni B2 @02 I

1
if(40<=t && t<=59) {
return (B & C) | (B & D) | (€ & D);
}
return N OxtEFEEERE -
}

void main() {

Tl e
Word X,Y,7Z;
W[0] = 0x61626380;

for(t=1 ; t<15 ; t++) {W[t] = 0;}
W[15] = 0x00000018;
for(t=16 ; t<BO ; t++) {
W[t] = sn(l,W[t-3]"W[t-8]"W[t-14]"W[t-161);
}

Z = W[0] + K[0];
for(t=-2 ; t<81 : t+t) {

TEMP = sn(5,A) + X;

X = (t===1) ? ft(t+l H1,H2,H3) £ ¥ :
(t==0) 2 ft(tFl,HO,sn(30,HL), H2) + ¥ :
(t==1) ? ft(t+l,A,sn(30,H0),sn(30,H1)) + Y : ft(t+1,a,B,C) + Y;

Y = (t==-2) ? H4 + Z:

(t=—==1) 2 H3 = Z :

(t==0 ) ? H2 + 2 : C + Z;
Z = WIEr3] + K[t+r31;
C=B ; B = sn(30,A) ; A = (t==-2) ? Hl (t==-1) ? HO : TEMP;
printf("t= %2d: A=%8x B=%8x C=%8x X=%8x Y=%8x Z=%8x TEMP=%8x\n",t,A,B,C,X,Y,Z,TEMP);
H4 += (t==76)
H3 += (t==77)
H2 += (t==78)
H1 += (t==78)
HO += (t==79)

NIEVEN NN
> W w W
(==l =lll=]

’
’
’
’
’

}
printf("H : %8x %8x %8x %8x %¥8x\n",HO,H1,H2,H3,H4);

i
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Printed by nhiraya from bam

Nov 3 1997 08:30 sha_delay Page 1
##
## SHA delay Rev.0 97.11.02
##
WO := ( 0<=t && t<=15 )? SID[t] : W15
Wl := WO
W2 := Wl
W3 := W2
W4 = W3
W5 := W4
W6 := W5
W7 := W6
W8 := W7
W9 := W8
W10 := W9
Wll := W10
Wl2 := wWll
W13 := W12
XW = WO ~ W5 ~ Wll ~ W13
Wl4 := (XW << 1) | (XW >> 31) # 1bit left cyclic shift
W1l5 := Wl4
ASHIFT = (A << 5) | (A >> 27) # Sbit left cyclic shift
AB-A = A & B
BC-A = B & C
AC-A = A & C
NAC-A = (~A) & C
ec = (t==2) ? H4
(t==3) ? H3
(t==1y ? 2 : ¢
S1 = AB-A | NAC-A
S2 = AB-A | BC-A | AC-A
S3i="Al Bl onC
S = (3<=t && t<=22) ? S1
(43<=t && t<=62) ? S2 :
((23<=t && t<=42) |[ (63<=t && t<=82)) ? S3 : Oxffffffff
AD1 = ASHIFT + X
X =5 &Y
¥ = CC =+ Z
A = (t==2) 2 Hl :
(t==3) ? HO : AD1
B := (t==2) ? H2 : ((A<<30)|(A>>2)) # 2bit right cyclic shift
C = (t==2) ? H3 ¢ B
WF = (t>=81) ? F : WO
F := (t==80 || t==81 || t==82)? ((A<<30)|(A>>2)) : A
K = ( 1<=t && t<=20) ? 0x5A827999 :
(21<=t && t<=40) ? O0x6ED9EBAl
(41<=t && t<=60) ? 0x8F1BBCDC
(61l<=t && t<=80) ? 0xCA62C1D6
( t==85 ) 2 HO
(~t==84 ) ? H1
( t==83 ) ? H2
( t==82 ) ? H3 2
( t==81 ) ? H4 WOX R EET
Z WF + K

HO := (t==0) ? 0x67452301 : (t==85)? HIN : HO;
Hl:= (t==0) ? OXEFCDAB89 : (t==84)? HIN :%gﬁ
H2 := (t==0) ? Ox98BADCFE : (t==83)7? HIN : ;
H3 := (t==0) ? 0x10325476 : (t==82)? HIN : H3;
H4 := (t==0) ? O0xC3D2EIF0 : (t==81)? HIN : H4;
## counter

T = t

t=t+1

Vi
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